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Message
from lzak

Welcome to our December
edition of Inside Zhero.

As the year draws to a close,
we examine some of the
cyber predictions for 2026
and consider the impact of
quantum computing in the
next decade. That said, |
wish you all a Merry
Christmas and a very Happy
New Year. Exciting times
ahead.

In this issue

Our feature “The Cyber
Reckoning” looks at the
impact of Al, Raas, Zero
Trust, social engineering
and much more, on
cybersecurity in the future.

78% of recipients open Al-
generated phishing
IZAK OOSTHUIZEN emails.
Chief Executive Officer,
Bestselling Author
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ve that the future of cyber leadership will be
it finding the right balance. For me, it means
/{;g to trust Al and advanced technologies to
lp us make smarter, faster decisions, while never
losing sight of the human judgment that keeps us
grounded. Even as we embrace automation and
machine intelligence, we need to maintain
thoughtful oversight, ethical responsibility, and the
ability to make nuanced calls that only humans can
make. We'll need to constantly navigate the line
between innovation and caution, leveraging Al as a
powerful ally while remembering that true
leadership always requires a human touch.”

LI 7
_f ; >
Izak Oosthuizen E
Zhero Founder and CEO, Yﬁji]i]-NEINEDEDﬁ
Bestselling Author £] |
" CYBERSECURI -~~~

BUDG i
CYBERSECURITY
BUDGET

U S T H U Iz ZAK DOSTHUIZEN

Free 30-minute consultation 50% discount cyberzhero542



https://amzn.eu/d/iFtnFu9
https://amzn.eu/d/iFtnFu9
https://amzn.eu/d/iFtnFu9
https://calendly.com/izakoosthuizen/book-a-free-30-minute-consultation
https://www.zhero.co.uk/product/book/
https://www.zhero.co.uk/product/book/
https://www.zhero.co.uk/product/book/

CYBER-
RECKO

.Cyjb rsecurlty |n 2026 is set to be shaped by 1the dual use .of HAI.M
~ powe rlng both adaptlve cyberattacks *a*nd more mtelldgent deTen&e T

'througii?i_vulnerable SUPpIy chams, multl cloud cfemplexrty an“e_l vést*__

= e Nt
""':"7respon5|ble for r0ughly % of breac es\ remains.a critical weakness~ -
By 2026, Al-driven social- -engineering ‘attacks are expected to grow by
over 30%, increasing pressure on organisations already grappling with
looming quantum-era encryption risks, tightening global regulations,
and a persistent cybersecurity talent shortage. Organisations are also
expected to invest more heavily in automated threat-response systems
to keep pace with the speed of modern attacks. Increased board-level
scrutiny will push cybersecurity spending higher as resilience becomes
a core business priority. Additionally, the industry is likely to see faster
adoption of privacy-enhancing technologies to help organisations
balance security, compliance, and data-driven innovation.




Doubl -edged AN
sword |
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Al and Maéhine Learning (ML) now play. a dual role in cybersecurity, | |-
used" both by défenders to spot and respond to threats, and by I |
attackers to 'scale up. sophisticated attacks. Around . 67%, of

: organlsatlons now use Al-based tools in their cybersecurlty operatlons
Iargely for':advanced threat o’etectlon and automated fresponse.

| Meanwhile, attackers*are harnessing generative Al to produce hlghly
convmcmg phlshing emails at a . fraction of the,cost; some. reports ;
~suggest phlshlng campaign costs drop by as much as 95% when usmg-‘: |
Iarge language models. Deepfake technlques are also surglng with. ove_r_:. f.
105,000 deepfake attacks |reported in 2024 alone, W|th fraudsters'ff..ﬁf'
|mpersonat+ng people via voice or V|deo |n1real tlme Alarmlngly Al
generated phishing- émails can convert: at very hlgh rates. In some.'_'_ :
studies, 78% of. reC|p|ents open them, and 21% click on maI1C|ous Hnks.:—
On the defence side, ‘Al systems are helping orga[nlsatlpns reducef".'.f.
detection time dramatlcally with some tools - |mprovmg threat

: detecﬁ‘lon accuracy by Up to 60%. This:evolving arms race |IIustrates
how Al is transformmg cybersecurlty It's'as much of a shleld asitisa:

weapon.

o H A

IE——— | “The future of cyber leadership
‘ ‘ “ will be about striking the right
balance — trusting Al while
maintaining human
oversight.”

Timothy Youngblood,
2 University of Oklahoma
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RaaS

Ransomware -as-ar Servrce (RaaS) haLs become a maLor force in |
cybercrlme making it far easier for crlmlnals even those without deep .
technical sKills, to launch sophisticated attacks. According to the 2024
‘DigitalXRAID 'repdrt, double-extortion tactics,” where attackers both
encrypt systems and steal data, were used in over 80% of ransomware
" incid"e‘ntsI | ‘These ' RaaS _platf s —operate’ much like "legitimate
~ businesses, complete with aff"llltrprogrammes customer dashboards,
and profit- sharlng models, which dramatically lowers ithe barrjer to
_ entry o] would be  attackers, as hlghllghted by TechForce UK. ‘TwQ.

: recent examples illustrate the impact of these attacks The Sf‘fePay'?f

-ransomware group attacked Ingram Micro ‘in 2025 exf"ltratl
terabytes of senS|t|ve data and threatenlng to IeakIlt d|srUpt|ng-j---'.':..'
operations across parts of the company raccording:‘to TechRadari.'_':"__'
Similarly, the Qilin gang, a, well-known RaaS operator carrled out: af_------
cyberattack on- Asahi Group Holdings in 2025, cIalrmng to have stolen_-f:_'_
more than* 9300 flles, approximately ;7 glgabytJes and causmg-'--"-'--
. prod lftlon outages, as reported by Reuters. The consequences of theser

attacks are severe. The: average cost of a ransomware incident rose by._ 2
17% in the first half of 22025, Iargely driven by data: theft and double—:
extortion tactics. This’ escalatlon demonstrates how damaging RaaS:_f
operatlons can be, both financially:and operatlonally relnforclng why“

they remaln a top. concern in cyberseeurlty

"Ransomware has been
industrialized.”

Mick Baccio,
Splunk

g 35~
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Trust nfbody

Zero Trust itecture representk a major strateglc shift in |
cybersecurity mbracmg a “never trust, always verify™ philosophy that ..
assumes no user or device is inherently trustworthy. This model

enforces strict access controls and continuous-authentication, helping |

to contain breaches and prevent malicious actors from moving laterally
| .across n[etvyorks, as explainedL y leading tech analysts at Gartner.

Recent industry data from Forrester shows that organisations which
have adopted Zero Trust frameworks report up to a 50% reductjon in
thelr risk exposure partlcularly when isolating sensitive resources. By_
1 enforcmg micro-segmentation and least-privilege access policie Zero g

Trust I|m|ts the “blast radius” of a breach: and makes |t far harger for_: :
attackers to escalate privileges across systems. g | 2E T il

Outsider‘ risk .

Supply-chaih and third-party cyber risk is:now one of the m})’st press.i'ng: &
concefns . for organisations, as attackers mcreasmng/ ex_plo'it'j

vulnerabilities “in- vendors and software suppllers According to:
SecurityScorecard, 88% of cybersecurity leaders are' worried about
immature supply-chain ‘security, and a report-from-BlueVoyant shows :

that 81% of organisations have experienced a supply -chain breach:in-.

“the past year; These third-party incidents'are not just common; théy're: -
also costly: Gitnux data indicates that the average cost of a breach
caused by a third-party vendor is around US$4.3million.
SecurityScorecard also found that 75% of third-party breaches target
the software supply chain, enabling threat actors to scale their attacks
efficiently. One very concrete example is the 2025 cyberattack on
Jaguar Land Rover, which disrupted its entire manufacturing
operations and reverberated through its supply chain — the knock-on
effects are expected to cost the UK economy billions. The
interconnected nature of modern business means that a weak link in
one vendor can have systemic consequences, so managing and
continuously monitoring these risks is how a top priority for security
leaders.
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Cloud security = |

Cloud security (lis oecoming increasir‘_gly challenging as ,Iorganisations |
move into .mullti-c"loud‘ environments, where misconfigurations and .
weak access controls pose 'serious (risks. According to recent data,
around 60% of cloud security breaches stem from misconfigured
storage, and half of breaches involve insufficient access controls. The
" Cl_ou_d;_ Security Alliance also points out that identity issues are now the
~top risk, ‘with excessive permisgi ns, inconsistent access controls, and
weak credential hygiene all driving incidents. Human error is a,huge
factor too; up to 88% of cloud data breaches are blamed: on it. Wlth the
1 average cost of a cloud-related data breach rising to more tharT US$$
mllllon these vulnerabllltles are both technlcally and flnanCIaIIy
S|gn|f" cant '

39 biilicn '

~The rabld expan5|on of 10T devices alongS|de the roIIout of 5(3 networks
is dramatlcally mcreasmg the overall attack surface for cyber threats
CompareCheapSSL reports that/ 61% of loT deV|ces have unpatched
firmware vulnerabllltles and many still rely on- weak ~or default
passwords, - -making them easy | |targets, f.or" brute force:. or
“credential- stuff"ng attacks!/ Accordlng to CWE! Buisiness; 10T dewces
often transmit data without proper encryption, exposing them to man-
in-the-middle attacks. 5G introduces new risks via hetwork slicing and
edge computing, where a breach in one slice could potentially
compromise others. Research alighed with NIST standards notes that
limited processing power and memory in many loT devices make it
difficult to run strong security protocols, and Lancaster University
highlights that poor lifecycle management means many devices never
receive critical security updates, leaving them exposed for years.
Looking ahead, analysts at IoT Analytics forecast that the number of
connected loT devices will grow to 39 billion by 2030, putting even
greater strain on security teams to manage and segment these devices

properly.
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“7"The cloud doesn't eliminate
risk—it changes who owns jt."
AR |
_ | . Mike Lloyd,
. Red Seal

’Weakest Imk BN

b HUman “error continues to be a Ieadlng cause of cyber breaches*
Phishing, spear- phishing, and wshmg attacks. - r.e-__ bec mlng
mcreasingly convmcmg with the help of Al, which aIIoWs attackers td
craft highly. personallsed and believable .messages.! Accordmg to
Verizon’s 2024 Data: Breach Investlgatlons Report around 82% of
breaches involve human factors, while ‘a! recent; report from -1BM"
Security found: that human error contributes to 9‘5 6 of ;all securlty
incidents, including mlsdellvery of sensitive information and acudental

: coanLratlon mistakes. Organisations that, fail to mamtaln contlnuous
security awareness tramlng see far hlgher rates of employee- dr|_ve_n
incidents. Industry analysts predict that by 2026, Al—enhah'ced social
engineering-attacks could increase breaches caused 'by'hum'an error by
more - than:-30%,  as "attackers exploit mcreasmgly sophlstlcated

'technlques to manlpulate employees This 'underscores the urgent
need for regular training, simulated phishing exercises, and cultivating
a security-conscious culture.

o H A

"Companies spend millions |
of dollars on firewalls and
it's money wasted because
none of these measures
address the weakest link in \*
the security chain.” =0\ o .

o

Kevin Mitnick ; B
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Kevin Mitnick (1963-2023) was essentially the rock star of hacking long
before the field went mainstream. Growing up in Los Angeles, he
displayed an early talent for clever mischief. At just 12, he figured out
how to ride city buses for free by persuading drivers and digging
unused transfer slips out of trash bins. That blend of curiosity, rule-
bending, and social engineering set the tone for everything that
followed. By his teenage years, Mitnick had progressed from
Mmanipulating transit systems to exploring telephone networks and
early computer systems. He slipped into networks belonging to major
companies such as Digital Equipment Corporation and Pacific Bell, not
for financial gain but to test boundaries and understand complex
systems. Using the alias “The Condor,” inspired by Three Days of the
Condor, he became known as an elusive and highly skilled hacker who
constantly stayed one step ahead of authorities. Throughout the late
'80s and early '90s, Mitnick’s activities evolved into a dramatic pursuit
involving the FBI, turning him into both a media sensation and a
symbol of digital-age rebellion. After his arrest in 1995, he served five
years in prison, including time in solitary confinement due to
exaggerated fears about his abilities. Once released, Mitnick
transformed himself into a respected cybersecurity consultant, author,
and speaker. He founded Mitnick Security Consulting and became a
leading expert on social engineering. When he passed away in 2023
from pancreatic cancer, he left behind a legacy that reshaped public
understanding of hacking and cybersecurity.
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While quantu computmg is not yet an |mmedia[te threat, it poses a
growing risk to current encryption methods. ISACA reports ‘that 62% of -
technology land cybersecurity professionals are corjcerned that -
quantum computers  could eventually break ftoday's | internet
encryption, lyet only 5% cent of organisations currently have a defined- £
quantum-computing strategy. Capgemirii research adds that nearly
two-thirds of organisations view quantum_as the most critical
~ cybersecurity risk within the next three to five years, particularly due to
harvest how decrypt-later” attf ks, where sensitive data is collected
| now to be decrypted once ¢ ntum capabilities become available!
Digicert hlghllghts that about 60% of firms are already evallating
quantume-resistant encryptlon though only 5% have: |mplemented;-i
I quantum safe encryption so far ISACA further notes that Justlli% of:
result many organ|sat|ons are begmning to explore loost quantumj"'_:_
ctyptography and -build!“crypto-agile” strategies but fuIl adoptlon rof—
guantum-resistant “standards remains - a | complex - technical and'f:.' :
operational challehge.: :* ] [ ; : ®

Regulatory compllance

" Regulatory compliance is becommg a major challenge as governments'
tighten data protection and breach-reporting laws. In'the EU, the GDPR
still sets the tone: organisations must report certain breaches within 72
hours and can face fines of up to €20 million or 4% of global turnover
(or £17.5 million under UK GDPR). In the US, the Securities and
Exchange Commission now requires publicly listed companies to
disclose material cybersecurity incidents within four business days.
New rules such as the EU’s NIS2 Directive and Cyber Resilience Act
further push companies to conduct regular risk assessments, report
incidents, and strengthen resilience. With regulations multiplying and
diverging, organisations must invest heavily in compliance, auditing,
and cross-border cyber-risk strategies.
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NEXT TECH
BUBBLE

There’s a long-standing joke among tech journalists: you can either
explain guantum mechanics in a way that’'s completely accurate or in a
way people actually understand—but never both. The field is notoriously
strange, filled with particles that can exist in multiple states
simultaneously and behave in ways that defy everyday intuition. Yet it's
precisely these bizarre behaviours that open the door to entirely new
forms of computational power. As Brian Hopkins of Forrester remarked,
“ used to believe that quantum.computing was the most-hyped
technology until the Al craze emerged,” a reminder that even amid
today’s _shifting tech hype cycles, quantum’s~ promise remains
substantial. The market supports that: one estimate puts the global
qguantum computing market size at about USD 1.44 billion in 2025, with
a projected rise to USD 16.44 billion by 2034 and another forecast seeing
the global market reaching USD 27.6 billion by 2035 with significant
annual growth. With such figures and a potential market size of up to
USD 97 billion by 2035 cited by McKinsey, it's clear that quantum
computing is far more than a theoretical curiosity.
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Hardware heroes
software sidekicks

While “artificial intelligence dominates headlines, quantum 'quietly
builds its empire through hardware:.such as sensors, computers, and
communication systems. McKinsey’s research highlights that quantum
computing alone could rise from around three billion pounds today to
more than USD 70 billion by 2035, making it a major economic and
technological force. Unlike Al, which primarily relies on_software but
still needs hardware to run, quantum’s value lies in manipulating the
physical world at an atomic and subatomic level, opening up
possibilities for industries ranging from pharmaceuticals to finance.

Hype, fear and errors

Despite the excitement, quantum remains a risky investment. Analysts
recently warned that some key quantum-related stocks could fall by as
much as 62%, echoing similar concerns about a potential Al bubble.
Quantum computers are also plagued by their own type of errors:
qubits are extremely fragile, and even the slightest disturbance from
temperature changes, light, or electromagnetic noise can disrupt
calculations. This fragility underscores how challenging it is to harness
the full power of quantum machines in a practical, reliable way.

Not your traditional computer

Quantum computers bear little.resemblance to the PCs or laptops we
use every day. They are large, lab-based devices often kept at
temperatures close to absolute zero, and some experimental desighs
even resemble jellyfish or other organic forms. Elon Musk has jokingly
suggested that quantum computers might work best in the
permanently shadowed craters of the moon, highlighting just how
sensitive these machines are to their environment. Researchers are also
experimenting with synthetic diamonds to make qubits more stable, a
technique pioneered by De Beers’ Element Six in collaboration with
Amazon Web Services.
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Small machines
mind-bending potential

While There are only around 200 quantum
computers globally, but their potential is
enormous. Professor Sir Peter Knight, one of
the UK’s leading quantum scientists, told Dr
Jim Al-Khalili on BBC Radio 4's The Life
Scientific that quantum..machines could
perform calculations “that could take the
age of the universe on a supercomputer in
seconds.” - Google has unveiled a new
qguantum chip called™Willow, which it
claimed could take five minutes to solve a

“The area of quantum problem that would currently take the
computing is, in my world's fastest supercomputers 10 septillion

indbvE ob years, or
mind, when you 100 10,000,000,000,000,000,000,000,000, to

at the applications, as  complete. Applications include drug

big, if not bigger than discovery, where machines could test

Al chain.” trillions of molecular combinations, and

| personalised medicine, which could deliver

Rajeeb Hazra, tailored treatments based on an individual’s
Quantinuum unique biology.

Quantum sensors
and navigation

Quantum technology is alreadyproducing practical innovations
beyond "'computing. Nottingham University researchers developed
helmet-sized quantum sensors capable of non-intrusive brain scans in
children, overcoming limitations of conventional MRI machines.
Imperial College London trialled a “quantum compass” on the London
Underground to accurately navigate underground, where GPS fails. Dr
Michael Cuthbert of the UK’'s National Quantum Computing Centre
explained that precise timing and positioning are essential not only for
navigation but also for financial transactions, making quantum sensors
highly valuable.

oo

WX
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Harvest now decrypt later

Quantum technology doesn’t just promise progress; it poses threats.
Professor Alan Woodward of Surrey University warns that once
quantum computers reach sufficient.power, they could break today’'s
encryption through “harvest now, decrypt later” attacks. Nations are
reportedly already collecting encrypted data in preparation for future
decryption. Experts argue that quantum-resistant encryption must be
implemented immediately, as the theoretical ability to break current
public-key encryption exists even if fully operational quantum
machines are hot yet widespread.

) Quantum computing market
expected to reach 2.2 billion USD by
2026

& Venture capital investment in
quantum startups hit 1.7 billion USD in
2021

© China, the US, and Japan lead in
quantum computing research and
atents
IBM'’s Eagle processor has 127 qubits,
aiming for 1,121

Prepare for Q-day

When will Q-day, the arrival of guantum computers powerful enough to
break real-world encryption, occur? Estimates vary, but Forrester
analyst Brian Hopkins predicts around 2030. McKinsey’s 2025 Quantum
Technology Monitor forecasts that by then, there could be between
2,000 and 5,000 quantum machines worldwide. Some companies,
including Apple and Signal, have already begun rolling out post-
quantum encryption keys, although existing data encrypted under
traditional systems remains vulnerable. Daniel Shiu, former head of
cryptographic design at GCHQ, told the Sunday Times that it is credible
that almost all UK citizens will have had their data compromised by
state-sponsored attacks, stockpiled for decryption once quantum
machines are operational.
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QUANTUM )
SECURITY \@’#

THINK TANK CYBER

LONDON

Cyber London’s Quantum Security Think Tank provides a global
platform for academics, policymakers, industry leaders, and not-for-
profit organisations to shape a responsible future for quantum security
technologies. It aims to catalyse international collaboration, advance
ethical standards, and ensure quantum technologies deliver secure and
inclusive societal and economic benefits. The Think Tank guides
organisations through the Quantum Safe Readiness Logic Train, a five-
stage framework for adopting quantum security standards,
encompassing awareness of quantum threats, understanding the
impacts on cryptography, preparation and planning, implementation
of post-quantum solutions, and continuous improvement. This
practical pathway helps organisations manage risks, plan transitions,
and align with best practices.

The Think Tank offers a range of resources, including blog and insight
articles, brief reports, case spotlights, advisory board commentary, and
a curated resource library. Topics cover the quantum threat to
cybersecurity, post-quantum  cryptography, workforce skills,
international approaches, and real-world adoption examples. Webinars,
workshops, SME roundtables, and collaborative events further support
engagement across the global ecosystem. By providing thought
leadership, regulatory guidance, and actionable insights, the Quantum
Security Think Tank empowers stakeholders to prepare for the
quantum security transformation, mitigate emerging risks, and ensure
long-term value from quantum innovation. It is designed as a
collaborative, evolving marketplace that brings together expertise,
innovation, and practical guidance to secure the quantum future. The
Think Tank was launched on 9 December this year.

Here’s the Think Tank: Cyber London Quantum Security



https://cyberlondon.com/quantum-security/

INSIDE ZHERO | DECEMBER 2025 -

. ;
. i J ¢ ¥ L -
] L - -
L4 -
r . @ A , . = .
— i : &2 L Ay :
= . —— - 3 . . - .
. . * . . >
: W& ' i T F "l
- » e # gt
L . y LR "
e £
Ed .
: .
;

A Journey |nto
Cybersecurlty

"This month we hear from ‘our: amazmg
‘ SerV|ce Desk - Englneer ‘Marc van 1
: Romburg who tells 'US what led him
into . ‘“the world f technology,

b & ._cybersecunty and IT support

| urally
old, end-

' From’ a young age i fell lh love with games, and that pass"r
‘led me into the tech space l still remember my dad salv _‘

; of—llfe computers :-— machmes running Windows 98 in 2004 — and -

g|vmg them a’ second lrfe Together my dad and | built my first real

gaming devjce W|th What at the time, felt like incredible spec.s.
o mcludlng a Pent|um b4 processor 1 GB RAM a Voodoo Graph|cs card-

- R
."t

i ._'"and a 20 C-B IDE hard drlve

] Pl o] ’
0 et i R O PR

. % From"that morne'nt on' th'roughou't my: school career, | was a'lways at_
‘my happlest in: Computer Scrence. class l loved Iearnlng how programs '
' .,worked understan’dmg systems, and f|gur|ng out'how to make thlngS'

. run better and: faster Technology qulckly‘became more than a hobby —
= it becamesomethlng ltwanted to bulld a future in. '

'..:,_ : ¥ ¥ B I"..

In 2022, I d,lscovered Zhero and Jdlned as an |ntern I |mmed|ately knew_ -
it"was a place Where | could grow establlsh myself. and. find.my

'purpose in serv'lng peOple through technology Fast forward nearly four

. years, ‘and [ (:an truly say the” expenence has been phenomenal I've. had .
: »the prlwlege of worklng W|th some of the best in the |ndustry people-

~who- are breakmg barrgers and dellvenng affordable .world- class IT

solutions, as our CEO would say "We have the Secret Sauce"' MyJourney ,
.'from salvaged Pps to professmnal 1T has shaped not only my career, but

thepersonlamto (e e R L TR

f e L] L]
: s e r

g T



zh=ro London

crush the chaos 1

On 14 November, Izak, Natasha and Za‘er
joined other Zhero staff members and our
invaluable clients to &\el_ebrate a remarkab
year at Drake & Morgan The Othetjst in London.
An incredible time of fun,\feast 'an networking

all, and we're already raising a t®ast for our
celebrations next year. . )
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crush the chaos

On 7 November, Zhero headed up to meet with
our valued parters, N-able, in Edinburgh. The team
meet with Sylvia Roger, our account manager,
Jamie Barnes (EMEA director), Ewan Cameron,
Chris Dunsmore , Ingrid Nylander, Garry Chaplin,
Sally-Anne Jones and Barry Seston. Before an
amazing lunch, our star developer, Louis,
showcased some of the software we have built
and also development work in progress.

Edinburgh
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crush the chaos

Team Zhero and Simon Poole, COO of Citygate
Automotive, with some colleagues, had an
exceptional time celebrating a stellar and
successful 2025 at Haute Cabriéere in
Franschhoek. A well-deserved day of relaxation
and recreation, and good food and wine was
shared by all.
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crush the chaos

Congratulations to the winners of our 2025 annual staff awards,
presented by our very own Natasha Botha at Haute Cabriére in
Franschhoek.

e Ryan Leech for Living Zhero's Core Values

¢ Kian Botha Kian Botha for Living Zhero's Purpose

¢ Louis Oosthuizen for Living Zhero's Vision

e Ryan Leech for Living up to Zhero's Brand Promises

e Macwhill Hanse for Reliability

¢ Yola Nkepu for Leadership

¢ Louise Niemand (De Bruin) for Teaching and Coaching

e Ryan Leech for Role Acceleration

¢ Ryan Leech for Determination

e The Twané Trophy ¥ went to Ryan Leech for continually going
'‘Above and Beyond'

AR el

ol



ZAN=r0O  ourAchievements
crush the chaos &Goals

“l was proud to be recognised as a research
participant in the UK government’s Cyber Growth
Action Plan. We hosted Cyber London - Zhero
breakfast events, grew our LinkedIn following to
5K+, and I co-authored an Amazon bestseller on Al.
In 2026, we plan monthly breakfast events targeting
business leaders, focus marketing on measurable
outcomes, and further grow our LinkedIn presence.”

"In 2025, we completed monthly executive
reporting, resolved all Zhero Wait items, began
importing Ingram invoicing, and finished our
annual financial statements early. In 2026, we
plan to streamline supplier contracts, complete
asset comparisons across Zhero Wait, N-able, and
Xero, and improve invoicing processes."

"This year, we implemented XDR, deployed PRTG,
cleaned up the data centre, and introduced the
Synology 365 backup solution. In 2026, we foresee
cleaning Zhero Wait and N-able, developing a
knowledge base for assets, services, and third-
party vendors, and pursuing certification
partnerships.”

“In 2025, we attended and presented at the N-able
Berlin Empower event, implemented workstation
automation, resolved sync issues between N-able and
Zhero Wait, partnered with Automatik to automate N-
able patch management, and updated the alerts
dashboard. Next year, we’ll launch the Projects Portal,
draft quotations and assets, achieve full sync between
Zhero Wait and N-able, and onboard more clients to
Operations Insight and Risk.”
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Windows 10 EOL

On 14 October 2025, Windows 10 Home and Pro reached end of
support or end of life (EOL). End of Life (EOL) is when a software
application is taken off the market or not renewed. The manufacturer
may still provide some support, such as security patches and updates.
End of Support (EOS) is the complete discontinuation of all support
services for the software.

WHAT THIS MEANS

e No more free updates - After October 14, 2025, Windows 10 users
will not receive any further free security updates, feature updates,
or technical support from Microsoft.

e Security risks - Running Windows 10 without security updates will
expose your device to potential security threats, malware, and
vulnerabilities.

* Upgrade or replace - Microsoft advises users to either upgrade to
Windows 11 (if their hardware is. compatible) or replace their
devices with new ones that support Windows 11.

o Extended Security Updates (ESU) - Microsoft offers an ESU
program for Windows 10, which provides paid security updates for
a limited time after the EOL date, but it's not a long-term solution
and doesn't include new features.

e Windows 11 advantages - Windows 11 offers a modern and efficient
experience with enhanced security features, designed to meet
current demands.

e Free upgrade - Upgrading from Windows 10 to Windows 11 is free
for eligible devices.

e PC Health Check - If you're unsure whether your PC is compatible
with Windows 11, you can use the PC Health Check app to check
its eligibility.
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Windows 10 EOL

WHAT WILL HAPPEN

Your PC will continue to work, but all support for Windows 10 is
discontinued.

WHAT YOU CAN DO

e You could ignore the EOL deadline completely. This is NOT
recommended as your PC is no longer receiving updates and
security patches from Microsoft. This means your PC is vulnerable
to malware infections and other cyber threats. You will also
experience performance and compatibility issues.

e You can pay Microsoft for security updates for Windows 10. With
the Extended Security Updates package you can keep your
current Windows 10 device fully protected for up to 3 years.
According to Microsoft, the first year of protection will cost £50.
This increases to £100 in the second year and £150 in the final year
of cover.

* You can upgrade your existing PC to Windows 11 or buy a new
laptop with this latest OS already installed.

WHAT WE WILL DO

Zhero recommends switching to Windows 11. We will assess whether
your existing PC can be upgraded and is capable of running Windows
11 or if you will need a new workstation. While making the change to
a new OS may seem daunting, we are here to support and assist you
in every way we can.
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Enter our monthly draw and
stand a chance of winning a £50
Amazon voucher. The winner will
be announced in the next edition
of Inside Zhero.
Competition ends 9 January.
Good Luck!
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Winner!

Congrats to Kathy Meyer,
Appointment Setter akt/’Zhero, for
winning last month’s"di‘xaw\and a £50
Amazon voucher/ ™


https://zfrmz.com/PsAIH94ULdvs7Yden09r
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Meet the team

Guy Kuipers

SENIOR DIGITAL TRANSFORMATION
CONSULTANT

Hi Guy! What made you realise you want to go into the IT industry?

Hi! | fell into it as a budding young sales person and have been on the
fringes ever since whether working for a MSP or developing software

solutions.

What's your most-used productivity tool?

ChatGPT is great. | look forward to MS Co-Pilot catching up, as this
will be key for businesses to protect their IP.

How would you describe yourself?

I'd describe myself as being enthusiastic and interested.

What do you enjoy the most about your role?

What | enjoy most about my role is engaging and helping different
businesses and people solve real problems.

Do you have any hidden talents or hobbies?
Hockey - | really enjoy team sports and the after party.

What is your favourite movie or TV show?

My favourite movie is The Shawshank Redemption - it takes you
through every emotion.
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https://podcasts.google.com/feed/aHR0cHM6Ly9hbmNob3IuZm0vcy9lMGE1Y2Q2MC9wb2RjYXN0L3Jzcw
https://music.amazon.co.uk/podcasts/997bedea-c351-46c2-9657-6cb7b95848cd/crush-it-chaos
https://podcasts.apple.com/us/podcast/crush-it-chaos/id1687486762
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