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Hello everyone! Wishing
each and every one of you a
bright and prosperous New
Year ahead.

To kick off this issue of
Inside Zhero, we'll look at
some of the trending
technologies of 2025. Our
Technical Lead, Zaheer, also
gives us his views and
predictions on IT support
and cybersecurity in the
future.

IZAK OOSTHUIZEN
Chief Executive Officer,
Bestselling Author
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ay's technologies aren't the destination but

the tools we use to move forward. As we look

" ahead, we need to focus on building a future
driven by abundance, where resources are

plentiful, abstraction simplifies complexity, and

autonomy empowers systems, individuals and

security. It's up to us to prepare and strategise for

an evolving technological landscape.”
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2025 promises to be a whirlwind of transformation, brimming with

groundbreaking developments poised to reshape our world. With
advancements in Al, robotics, biotechnology, and space exploration,
we're stepping into a future of constant evolution. Global Al
spending is projected to hit $154 billion in 2025, up from $87 billion
in 2022, while the robotics market is expected to grow at an annual
rate of 10.5%, reaching a staggering $90 billion by 2030. These
innovations will open the doors to incredible opportunities such as
life-saving medical breakthroughs, smarter automation, and deeper
space exploration. They'll also present challenges that demand our
attention. As we navigate 2025, it's not just about celebrating
progress; it's about ensuring these breakthroughs stay aligned with
ethical principles and are used responsibly. With so much at stake
and so much potential to unlock, the journey ahead should be
thrilling, not daunting.
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Meaningful Al

The days of innovation just for the sake of it are behind us. Industries
are now zeroing in on Al applications that deliver real value and
measurable benefits. Over the past few years, companies have been
experimenting with Al to figure out what it can and can’t do, as well
as its risks and use cases. Now that they've got & better handle on it,
the mystery is fading, and Al is bec‘:oming;pp,&about practical,
well-thought-out uses. For example, telecom é"orﬁpanies are already
seeing noticeable boosts to their prfit margins thanks to Al, and
they'll keep using it to cut costs. In healthcare, Al is helping improve
patient care and outcomes,“while retailers are using it to make
personalized recommendations land power cool tech like digital
mannequins. But as Al becomes fmore common, so will regulation.
Governments and regulators arefcatching up, and businesses will
need to stay on top of the rules as they change quickly overthe next
year. The EU Al Act and other upcomin ons u{ill be key in
shaping how Al is developed and .used

Al for customers

o 80% of executives agree that
chatbots that all sound the same are
creating differentiation challenges.
77% agree their organisations will
need to proactively build trust
between personified Al and their
customers.

95% report maintaining a consistent
personality will be vital to customer-
facing Al agents over the next 3 years.
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Your face
in the future

As businesses bring generative Al into customer interactions, one
key question emerges: What's your Al's personality? Generic agents
risk creating bland experiences that dilute a brand’s identity, but
personified Al offers a solution, adding persoRality’and unlocking
deeper customer relationships. The challeag&[;,,sj;anding out in an
increasingly autonomous landscape, - where third-party chat
platforms dominate. This isn’t aboutsrejecting Al - it's about using
personified Al to combine the scale of technology with the human
touch of a brand. Imagine re where every interaction feels
personal, guided by an Al chatbdt that embodies a familiar mascot
or influencer. These agents operate across platforms, learning about
customers over time, building trtist, and taking actions tailored to
individual needs. Far from-‘superficial personalization, theyamanage

thousands of conversations while fost%ﬁrelatbnships. The
and

tools are here Al agents data framewor ncements in

Big brand Al

 Amazon uses artificial intelligence to
analyze images and videos to
improve product listings and
recommendations.
Netflix uses Al to determine what
shows and movies to show you when
you log into your account.

Tesla's Al system gathers visual data
in real-time from eight cameras on
the car to produce a 3D image that
identifies the road and any obstacles
and makes decisions..
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Ameca

> Ameca is a humanoid robot that
uses Al to interact with people. It's
designed to look and act like a
human and is considered one of
the most advanced humanoid
robots in the world. Ameca is a
place to test Al and machine
learning systems. It's designed to
help researchers understand how
humans and robots can interact in
the future. Ameca can be rented
out for events and school visits to
help people understand robots
better. The robot was created by
Engineering Arts in Cornwall. The
company's founder, Will Jackson,
was inspired by his time at
London's Science Museum in the
1990s. Amazon Prime Video,
National Geographic and Now TV
are some of Engineering Arts’

Robotics ] clients.
transformation

Robotics is becoming more common across various industries. Once
seen as novelty items, socionic and anthropomorphic robots like
Ameca and Digit are now playing essential roles in eldercare,
warehousing, and retail. Multitasking robots are quickly becoming
the backbone of healthcare and logistics, making everyday tasks
more efficient. In households, affordable robotic appliances are
replacing traditional devices, offering better convenience, safety,
and ease of use. By 2025, there will be growing confusion around
what truly involves human effort, sparking deep discussions about
work, identity, and the meaning of life.
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Fighting
back with Al

Cyber threat actors aren’t the only ones using Al and this year
companies will increasingly turn to Al to beef up their cybersecurity.
Al can power predictive defences, allowing cybersecurity teams to
sift through massive amounts of data—both historical and attack
patterns—to spot threats before they even happen. Even if a business
responds effectively to a data breach, it ‘can still suffer serious
damage to stock prices, operations, and reputation. Being able to
detect and stop attacks before they occur will be a huge advantage,
giving companies a clear edge in a competitive landscape.
Organisations that move quickly to integrate predictive Al defences
and openly share their efforts will enjoy stronger protection and
greater trust compared to those who lag behind. Companies that
delay could become prime targets as others tighten their security.
Over the next few years, Al will become a critical tool in every
company’s cybersecurity strategy. Threat actors will continue using
Al, so it's something businesses of all sizes must adopt to stay ahead.

5G \
kicks

In 2025, internét connectivity is about to get a major shake-up, and
traditional broadband providers are going to feel the heat. Fixed
wireless access is gaining ground fast, thanks to 5G, which can now
replace home broadband with speed and reliability—no cables or
expensive infrastructuke needed, just lower prices! The UK's 5G
services market is expected to soar, growing at a crazy 52.4%
compound annual rate from 2024 to 2030. As more people jump on
these new, easy-to-use options, broadband companies are going to
have to either step up their game or get left in the dust. It's either be
innovative or risk getting outpaced so those lagging behind better
bring on their A-game!
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Giant step
for humankind

By 2025, humanity will be deep into experiments in space
exploration, taking small but significant = Steps toward
commercializing outer space. Private ventures and government
“initiatives will begin establishing permanent habitats on the moon—
early signs of a sustainable economic presence beyond Earth.”
Asteroid mining will go from concept to reality, with companies like
AstroForge planning to send compact refineries into space to
extract minerals and return only precious metals to Earth. Advances

- in technology will make space tourism®more accessible, allowing
the ultra-wealthy to experience space travel firsthand. A‘bid part of
this progress is driven by rocket reusability advancemenfs from
companies Ilke SpaceX and Blug_ Origin, combined with nations’
"~ growing interest in securlng,‘aace assets for both economic and
security reasons. These developgaents are on track to create trillion-
dollar-industries. However, with all this activity, there’s a clear need
for new governance frarheworks and conflict resolution in space. By
2025, humanity will face critical decisions as we shift from simply -
dreaming of space to planning a future where we become a multi-
planetary species, no longer confined to life on Earth.

spPpACEX
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Transformative
healthcare

Healthcare companies are already offering a range of telehealth
services, but in 2025, these will expand beyond simple patient-
doctor interactions to include smart wearable devices that provide
real-time medical data. Providers will be able to remotely track at-
home medical equipment, like IVs, oxygen machines, glucose
monitors, and heart rate monitors, giving them a clearer picture of a
patient’'s condition from afar. Thanks to advancements like
improved 5G connectivity, more patients—especially the elderly or
critically ill—will be able to receive care from the comfort of their
own homes. This will also help providers reach areas that were
previously out of reach, reducing the need for in-office visits.
Technologies like computer vision could even step in to monitor
emergencies, like if a patient falls at home and is unable to call for
help. However, healthcare providers will need to be careful about
the data they collect and ensure they prioritize strong data security.
Keeping medical information safe while staying compliant with
regulations will become even more crucial as these technologies
grow.
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REFLECTIONS
ON CYBERCRIME

The ransomware epidemic continued its relentless march in 2024,
leaving a trail of devastation, including high-profile victims like the
UK’'s NHS, which endured particularly severe attacks. State-backed
cyber intrusions from nations such as China and Russia also
persisted, fuelled by global geopolitical tensions and exposing
numerous long-running cyber espionage campaigns. However, 2024
demonstrated that shedding light on the cyber underworld is
making a difference, with the British leading the charge through
new attributions from the National Cyber Security Centre (NCSC),
takedowns spearheaded by the National Crime Agency (NCA), and
proposed legislation targeting ransomware threats to critical
sectors. This may well be remembered as the year the defenders
fought back decisively i criminals. Here are our top 5
cybercrime stories of
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British LIBRARY
Library )

The effects of the British Library ransomware attack at the end of
2023 continued to be felt into 2024 as the venerable institution
continued to struggle to bring its crippled systems back online. In
January 2024, it emerged that the scale of the ransomware attack
was so immense and its effects so devastating, it could end up
costing the British Library up to £7m, dwarfing the £650,000 ransom
demand. Later in the year, in a remarkable display of transparency,
the British Library’s leadership published a detailed breakdown of
their experience at the hands of the Rhysida ransomware crew, to
help others learn and understand. The Library has not made any
payment to the criminal actors responsible for the attack, nor
engaged with them in any way. This is in accordance with the policy
of the UK government and the NCSC.

Cozy
Bear

In January, Cozy Bear, the Russia-backed hacking group infamous
for orchestrating the SolarWinds Sunburst incident, resurfaced. This
time, the group targeted Microsoft, using a brute force and
password-spraying attack to penetrate the company’s systems.
Once inside, the hackers managed to access sensitive corporate
accounts, including those belonging to leadership and security
personnel. Microsoft, like many globally integrated suppliers, is a
prime target for such intrusions due to its vast reach, significant
market presence, and close partnerships with Western
governments. The company has faced mounting scrutiny and tough
guestions regarding its security practices, with incidents like this
one further highlighting the challenges it faces in safeguarding its
systems and client data from sophisticated adversaries.
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attack 1]

In early June, a devastating cyberattack targeted Synnovis, a key
provider of pathology lab services that supports several major
healthcare institutions, including Guy's and St Thomas’ hospitals,
King's College Hospital, and other NHS facilities across London. The
attack, carried out by the Qilin ransomware group, severely
disrupted operations and had catastrophic consequences for the
healthcare system. The intrusion forced the NHS to declare a major
incident as critical services ground to a halt. Patient appointments
and surgeries were cancelled en masse, creating a backlog that
overwhelmed healthcare providers, while blood supplies - a vital
resource for surgeries and emergency care - dwindled to
dangerously low levels. The aftermath of this cruel and calculated
attack has reverberated through the NHS for months, leaving a trail
of operational and financial strain, with efforts to restore nhormalcy
continuing six months later. The incident underscores the
vulnerability of critical healthcare infrastructure to cybercrime and
highlights the dire human impact of such malicious acts.

MoneyGram

US-based financial services and money transfer outfit MoneyGram
was another high-profile cyberattack victim to emerge in 2024, with
its systems taken down in an apparent ransomware attack in
September 2024. MoneyGram’s customers in the UK include the
Post Office, which cancelled its contract with the beleaguered
supplier shortly thereafter with immediate effect - apologising to its
sub-postmasters for giving them barely 24 hours’ notice of this. It
has since emerged that MoneyGram customer data was stolen in
the attack, which most likely began through a social engineering
attack on its IT helpdesk.
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Scattered
Spider arrest

Proving that social engineering, unfortunately, works, a British
national now named as 22-year-old Tyler Robert Buchanan was
charged in the US in November 2024 with offences relating to the
Scattered Spider cyberattacks. A year previously, Scattered Spider
hit multiple companies, including high-profile Las Vegas casino
operators, and many others, via audacious social engineering
attacks that often targeted helpdesks, frequently by exploiting Okta
identity services. The Scattered Spider gang was unusual in the
current threat environment in that its core members were all US
and UK-based, proving once and for all that not all cybercriminals
have Russian accents. Buchanan faces over 40 years in prison in the
United States.
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Zaheer Rahman our amaZ|ng"

Technical Lead, bellves that 2025

“will be a new: era ofdlgltal _

defence in cybersecurlty Here s “\

) Zaheer s take on the state of [Tors i "
suppart: and cybersecurltym the'_;::' :

o ..year ahead PRI

fgg In 2024 1 found myseIf naVLgatlng anliT worId that had'slmﬂnd' *\}
dramatlcally faster than 1 eveeraglned It wagia en challenges

'grew more sophlstlcated W1th each pass,lng da¥l.yet with them cariffe

" '.opportunltles to lnnovate and bulld resrllence like'Aever before.

g Artlf"clal mtelhgence Wasn tjust a,rbuizwor'd anymore; it had become the

= backbone of éur. f"ght agalnst cyber threats 1 watched machlne Iearnlng
g .aigorrt.hms do what onCe seemed’ |mp055rble—spotting unusual patterns
& {‘,and vulnerabilities i in real time ‘It felt almost surreal to.see systems patch T

"-thernSeres before a threat could take hold like:a. hvmg breathlng.
'-'defense mechanlsm 'Yet, |t wasn tafl V|ctory dances. Cybercrlmlnals had -

: .,.'also embraced Al Craftlng attacks that were sharper faster, and harder to

, predlct The stakes were hrgher, and my téam and | had to adapt
ip ;'constar.rtly racmg to outsmart threats before they reached us.,

-
,_"..|.. Y '.ul-,. ot i . 2 »
[ - . . .

One of the most trans‘formatlve shifts \ was how we thoug ht about trust—

. or rather, how we stopped trustlng anythlng by default. The "Zero Trust" s

| model became my mantra Every deV|ce every user, every appllc-atlon

. had to prove itself, whether it was W|th|n our Wwalls or connectlng from

- haIfWay arou nd the world It Vvasn t easy, but the payoff was wOrth e n

_ Insider threats became Iess daunting, and unauthorlzed access felt like'a
'dlstant memory Forme, Lt.meant hvmg ina world ol strrct access controls
."atnd cons-tarJt V|g|Iance where nq door was ever Ieft unlocked Stk e

L
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; e, m|x of aWe and determtnatron Theworld of

Cloud services became both-a, blessing and g
puzzle. The. erX|b|I|ty was unmatched, but :
spreadlng data across muIt|pIe prowders came ¢

' -with its own set of headaches | had to dlve i Tt 3 , Vg .

+ deep into multi- cloud'and hybrid-cloud ’. '-‘-._' . ¢
: strategles ensurlng no smgle pomt of fallure <t 4 ® _"'. ; 5 *
could put us ‘at'risk: Encryption tools; |dent|ty 5 o :'__,.'._'

mana.gement systems, and multi-factor
authentlcatlon became my.¢ closeSt allles :
Managlng it all wasn 't just about tools it was e ; : _
about ensuring every plece fit: seamlessly mto .; B S

_H‘- p_o'l'-

our. broader security puzzle T e MG R Ok
e Sl % i Through a1lof thls one truth stood out no
S SR % A ¢ . ., matter;how advanced the technology

; -_:i';,-ff-be-qame people remalned at the heart of’
: -_;,',_.j-__ ._'-;_f‘l.'_thlé solutlon——and sometlmes, the p:roblem
X -_.Cybersecurlty wasn tJust about fi rewaIIs
den o ,'.and algonthms |twas about awareness g5
b ‘Phlshmg 'ernalls*and soual engineering
! -att'acks stlll haunted me astark: remlnder
el -that even the best systems couldn t replace 5
_human \'ngllance Tralnlng becamea Mim it oty
B g W S jcor‘nerstone ofour strategy Ipoured energy
' LY sk o 75 into equplng myteam ‘With the skllls-they
¢ I TR A e ',nee.ded to. stay ahead of the curve, knowing
r""that their. expertjse could make or break our
defenses- 5 g : g

As I re‘ﬂect on thls new €ra, l can 't help but feel a-

yberSecurlty-ln 2025 ls.allve with. potentlal and
fraught with: challenges Each day demands a .‘_;'
careful bala'nce—embracmg cuttlng edge
|nnovat|ons whlle holdlng'fast to proven o ,
pn.nclples Itsa dynamlc uhpredlctablejourney i
_butl know one thlng for-sure staylng aglle and SR
|drep-ared |s the only way forward in thls ever- b T i R S S
changlngdlgltalfrontler s - .- R0 Aeie : 2 gt
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Z =0 sHow STOPPERS

Every December, we proudly annouce our superlative team members at
the annual Zhero Staff Awards. Here are the winners for 2024!

amazing Finance
Controller, is best in
Leadership and
Zhero'’s Core Values.
Congratulations on
two awards!

Our ace developer, the one

and only Louis Oosthuizen,

/ was the best ambassador of
: Zhero's Vision.

Kian Botha, an exemplary member of
the Service Desk took home the
Reliability and Brand Promises
awards. Congrats on the double win!
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Z =0 sHow STOPPERS

Ryan Leech, a formidable Remote
Engineer, was the recipient of the
Determination award.

Mikello Terlanche, our incredible Internal
Showing awesome Sales guy, received the well-deserved
perseverance, Tier O Engineer Zhero’'s Purpose accolade.
Macwhill Hanse was the

proud receiver of the Role

Acceleration award. . -
o Best-of-breed Service =

Desk Engineer, Marc Van (o
Romburgh, nabbed the
coveted Teaching &
Coaching gong.
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Jacolene Haasbroek
ASSISTANT

Hi Jacolene! What made you realise you want to go into the IT
industry?

It's a very interesting industry. Heading into the future the IT industry
is just going beyond anyone’s imagination.

What'’s your most-used productivity tool?

Microsoft 365 is my go-to. And also, | would find it difficult to work
without Xero.

How would you describe yourself?

I love being outdoors, whether it's hiking, exploring, or just enjoying
nature. | have a great sense of humour and enjoy bringing laughter and
fun to every moment.

What do you enjoy the most about your role?

The opportunity to learn new things every day. It keeps me curious,
challenged, and constantly growing both personally and
professionally.

Do you have any hidden talents or hobbies?

I enjoy camping and fishing. Being out in nature is one of my
favourite ways to relax and have fun.

What is your favourite movie or TV show?

Sports are on top. We watched the dart world championship that
was held in December ‘24/January ‘25 in the UK at the Alexandra
Palace. That was just brilliant!!
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https://open.spotify.com/show/6oYreku9ijWCiiunSQ11Bg
https://podcasts.google.com/feed/aHR0cHM6Ly9hbmNob3IuZm0vcy9lMGE1Y2Q2MC9wb2RjYXN0L3Jzcw
https://music.amazon.co.uk/podcasts/997bedea-c351-46c2-9657-6cb7b95848cd/crush-it-chaos
https://podcasts.apple.com/us/podcast/crush-it-chaos/id1687486762
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