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Message
from lzak

Welcome to the latest
edition of Inside Zhero. This
month we focus on
something that | love to
hate and probably the
biggest cyber threat out
there — ransomware.

In this issue

Our feature “Ransomware -
The Digital Captor’ explores
the evolution of ransomware,
its impact on business, and
how you can avoid it.

Global damages from

1ZAK OOSTHUIZEN ransomwarg were $20 bl||lor1
in 2021, 57 times more than in

Bestselling Author,
2015.

Founder and MD




Tune in here;
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https://open.spotify.com/show/6oYreku9ijWCiiunSQ11Bg
https://podcasts.google.com/feed/aHR0cHM6Ly9hbmNob3IuZm0vcy9lMGE1Y2Q2MC9wb2RjYXN0L3Jzcw
https://music.amazon.co.uk/podcasts/997bedea-c351-46c2-9657-6cb7b95848cd/crush-it-chaos
https://podcasts.apple.com/us/podcast/crush-it-chaos/id1687486762
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THE DIGITAL CAPTOR

What is
ransomware?

Ransomware is the bad guy of computer viruses, some say the worst
of the worst. The malware locks your files and then demands a
ransom to let you back in. It's basically a digital extortion scheme,
forcing individuals or organizations to pay up because it's the
quickest and cheapest way to get their data back.

Ransomware has pretty much taken over the malware world and is
causing all sorts of chaos. It's infiltrated hospitals and medical
suppliers, disrupted city services, and given a hard time to industries
across the board. After an attack, ransomware is your captor and
you are its digital hostage.
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How it
happens

There are three main stages to a ransomware attack:

Infection

Ransomware infection typically begins with phishing emails,
which contain links to malicious websites or infected
attachments. If a recipient falls for the phishing attempt, the
ransomware is downloaded to their computer. Ransomware
can also spread through networks using other means.

Encryption

Once in a system, ransomware initiates the process of
encrypting files, making them inaccessible. This may involve
using an encryption key controlled by the attacker, and then
substituting the original files with these newly encrypted
versions. In some cases hackers can go as far as deleting
backup copies, making the recovery process without the
decryption key significantly more challenging if not
impossible.

Ransom demand

Hackers then demand a ransom, often by changing the
display background or placing ransom notes in encrypted
directories. They typically request cryptocurrency in
exchange for a decryption key to unlock the victim's files.
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The S10 billion
ransom

In June 2017, the NotPetya ransomware outbreak swept across the
world, unleashing significant disruptions with devastating
conseguences.

Unlike conventional ransomware, NotPetya wasn't crafted with the
intent of monetary extortion. The primary objective was to wreak
havoc on an unprecedented scale, initially designed to target
Ukraine. Prominent global companies such as Maersk, a leading
shipping company, and pharmaceutical titan Merck suffered the
most severe blows, with Maersk reporting staggering losses of
approximately $300 million.

The overall financial toll exacted by NotPetya was estimated at a
massive $10 billion, solidifying its status as the costliest cyberattack
in history.
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Enough to make
you WannaCry

Also in 2017, we were also rocked by the WannaCry ransomware
assault, an insidious event that extended its reach across 150
countries and left a trail of over 200,000 compromised computers
in its wake. Initial estimates of the incurred costs hovered around
the $4 billion mark, yet some contended that potential future losses
in the United States alone could surpass a staggering $7 trillion.

Once inside an IT system, WannaCry
exhibited worm-like behaviour,
autonomously traversing networks and
replicating itself without any user
interaction. It had the ability to propagate
with astonishing rapidity on a global scale,
causing widespread havoc and disrupting
critical sectors such as healthcare, finance,
logistics, and transportation.
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The o
experts”

While nowhere near the scale of
WannaCry or Not Petya, here’s a
story showing that even IT
providers are vulnerable to
attack. The Danish cloud and
software provider, CloudNordic,
had some shocking news for its
customers after a ransomware
attack that pretty much
paralyzed the company. In a
frank online confession, the
company told everyone to
assume their data was lost. The
attack happened in the early
hours of 18 August, with the
bad actors taking control of all
of CloudNordic’s systems. This
resulted in a total shutdown,
with both the company’s and
customers’ websites and email
systems getting encrypted.

The Nordice Clowda Exports

i cloudnordic

Even the backups and
production data got wiped, and
CloudNordic’s standing firm on
not coughing up a ransom to
the folks behind this mess. The
company issued an online alert
saying:

“We cannot and do not want
to meet the financial demands
of the criminal hackers for
ransom. It has  proved
impossible to recreate more
data, and the majority of our
customers have thus lost all
data with us.”

The self-proclaimed "Nordic
cloud experts" said they
reported the attack to the
police. The hackers remain at
large.
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Ransorr!ware
worldwide

Just like the Covid-19, ransomware is a worldwide pandemic. Here
we look at ransomware on a global scale from two perspectives -
the top 5 most affected countries in the world and those that are
most cybersecure. Interestingly, the technologically advanced
Denmark comes in at humber 5 in this category with only 1.3% of
mobile devices infected. It seems strange then that CloudNordic
ended up in such a bad way. Anyway, here are the rankings:

RANK MOST AFFECTED MOST SECURE

1 Israel United States —
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y ] South Korea %.!g, Finland —
3 Vietham United Kingdom Lz
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4 China X South Korea ""’.‘*‘
N

3 Singapore (- Denmark _I_

The Vatican City tops the list of overall cybersecurity awareness with
Finland in second place. NordVPN said of the Holy See:

“The residents demonstrated an excellent awareness of digital
risks and how to avoid them."




Spot the wolf in
sheep’s clothing

We know they are out there but
ransomware perpetrators can be
difficult to find or track down.
Operating on the Dark Web and
using anonymous cryptocurrencies
like Bitcoin to make payments makes
it tough to track transactions.

Cybercrime groups are also getting
more creative with ransomware
schemes to make a quick buck. With
open-source code and easy-to-use
platforms available, even beginners
can whip up virulent software.

Ransomware, by design, can change
its appearance frequently, allowing
cybercriminals to slip past traditional
cybersecurity.
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Jumping
through hoops

Hackers will use blood, sweat, and tears to
improve their skills and ransomware is getting
smarter all the time. By 2020, regular file
encryption lost its ransom leverage,
cybercriminals took a darker turn by
weaponizing the actual data within those files.

This marked the beginning of a
new era in ransomware attacks
characterized by multiple
extortion methods. The initial
move in this evolution was the
adoption of double extortion
tactics. Here, threat actors began
pilfering files before encrypting
them. This sinister twist raised the
stakes, as they now had the
power to threaten the exposure
and sale of sensitive information,
thereby significantly boosting
their chances of receiving a
ransom payment.

This approach effectively undermined the effectiveness of
backup and data recovery measures. DDoS attacks have been
used in triple extortion operations while quadruple extortion
involves hackers using stolen data to communicate directly
with customers and stakeholders.
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The ransomware
marketplace

Ransomware-as-a-Service (RaaS) stands out as a pivotal point
in the evolutionary timeline of ransomware attacks. RaaS is
essentially a marketplace and business framework that grants
licenses for ransomware technology to other threat actors,
simplifying the execution of ransomware attacks.

This RaaS model ushered in a new era where ransomware
operators could target a larger number of victims with
considerably less effort. Even those with limited tech skills
could join the ransomware party.

As the RaaS business model has expanded, operators began
actively marketing their services to distinguish themselves
from competitors. They promoted their ransomware offerings
on Dark Web forums and platforms, aiming to attract
potential clients and stand out in the competitive
ransomware game.



The very first documented attack was pulled off in 1989 by Joseph
Popp, an AIDS researcher. He sent out 20,000 floppy disks to AIDS
researchers in over 90 countries, claiming these disks held a
program to assess one’s risk of contracting AIDS via a questionnaire.
But there was a hidden catch: the disk also contained a malware
program that stayed quiet in the computer until it had been turned
on a total of 90 times.

Once that magic number was hit, the malware sprung to life and
displayed a message demanding $189 to a PO box in Panama, plus
an additional $378 for a software lease. This notorious ransomware
episode earned the nickname “AIDS Trojan” or “PC Cyborg.” Joesph
Popp was apprehended at Amsterdam's Schiphol Airport, sent back
to the United States, and put behind bars. He claimed he wanted to
donate the ransom money to AIDS research, and his lawyers argued
that he wasn't mentally fit for trial. The judge sided with him. Popp
died in 2007.
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Fhe scattered
spider

MGM Resorts, a company with a market value of £11.2
billion, operates hundreds of hotel and gaming
establishments across the globe, with a prominent
presence in Las Vegas. On 11 September, three days
after acknowledging a significant cyberattack, one of
the largest hospitality outfits in the United States, still
grapples with paralyzed hotel booking systems and
casino slot machines. This cyber incident has taken a
toll on MGM Resorts, resulting in a more than 6%
decline in its share price. The FBI is actively
investigating the matter. Insider sources claim a
hacking group known as "Scattered Spider" is believed
to be responsible for the attack. In 2020, MGM Resorts
also disclosed a 2019 cyberattack that led to the breach
of its cloud services, allowing the hackers to steal over
10 million customer records.

The MGM incident follows hot on the heels of the attack
on Caesars Entertainment, the largest U.S. casino chain
with the most extensive loyalty program in the industry.
On 7 September, attackers stole its loyalty program
database, which stores driver's license numbers and
social security humbers for many customers. Caesars
paid the ransom of roughly $15 million, half of the
attackers' initial $30 million demand in order to avoid
the threat of triple extortion.
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New SMS

Don't get
hooked

Cybercriminals target individuals with more than
phishing emails now. Sophisticated attacks can
take the form of emails, texts, phone calls, and QR
codes.

Smishing

SMS-based and iMessage which has a lower cost to
the mass attacker, where SMS contains a malicious
link, number, image, or video.

Vishing

Voice-based, typically leaving a VM or async voice
message on WhatsApp within which they’'ll say “visit
mydodgysite.com” verbally.

Qishing

Distributing QR codes that lead to the threat actors'
site and circumvent enterprise environment
protections relying on string link scanning.
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Ransomware
the ugly truth

e Approximately 236.1 million ransomware attacks were reported
worldwide in the first half of 2022.

¢ Ransomware constituted roughly 20% of global cyber breaches
in 2022, but only 4% in the UK.

e The primary gateway for ransomware remains phishing attacks.

e Windows-based executables account for a staggering 93% of
ransomware incidents.

e In 2021, the average ransomware payout increased by 82%
compared to 2020, reaching a historic high of $570,000.

¢ Projections suggest that by 2031, ransomware attacks will occur
at an inordinate rate of one every 2 seconds.

The good news is that 90% of ransomware attacks fail or result in
zero losses for the victim.

What can |1 do?

Avoiding a ransomware attack is not as daunting a task as it may
seem. You just need to stick to some basics. Here are a few we
recommend:

e Foster Good Cyber Hygiene and IT Practices

¢ Boost the Robustness of Internet-Exposed Applications

e Fortify Email Security Measures

e Strengthen Endpoint Infrastructure

o Safeguard Data from Ransomware with Offline Backups

e Control Access to Virtualization Management Infrastructure
e Embrace Zero Trust Architecture

e Formulate and Stress-Test an Incident Response Strategy

e Deploy a Comprehensive Cybersecurity Education Initiative
¢ Know When to Reach Out for Help
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WEBINAR

27 SEPTEMBER 2023 | 10:00 AM DST

With Izak Oosthuizen
Founder & MD, Bestselling Author

Many corporates like Maersk, Acer, and Apple have already felt
the ransomware sting and SMEs are now also becoming the easy
targets. It's like a digital hostage situation in a movie and a role
that nobody wants to play.

But in our next webinar, Izak and Jamie will talk about solutions,
not problems. They’ll show you how to steer clear of this menace
by setting up your systems smartly, stay out of harm’s way, and
keep your data safe and secure.

See you at the webinar on 27 September at 10 am BST.
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Meet the team

Thomas Buys
ON-SITE ENGINEER

Hi Thomas! What made you realise you want to go into the IT
industry?

In 2004, a year after high school, | realised the booming technology
industry was a promising career choice. Fueled by my interest in the
technology, | decided to go into IT.

?

What'’s your most-used productivity tool?

Microsoft Teams, Zhero Wait, and also Transport for London Journey
Planner and Citymapper - | would be lost without these.

o

How would you describe yourself?

I would describe myself as cool, calm, and collected. These qualities
help me to maintain my composure and make rational decisions.

?

What do you enjoy the most about your role?

Seeing happy clients and sharing ideas about technology.

>

Do you have any hidden talents or hobbies?

Yes! 'm a motor mechanic and over weekends | enjoy flying stunt
kites. My real passion however is motocross. You can say | an
adrenalin junkie.

>

What is your favourite movie or TV show?

The Netflix sci-fi series OA.

?
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