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Message

from lzak

Welcome to the first edition
of Inside Zhero in 2026.

As we head into another
year of exciting
developments in the cyber
world, I'd like to take this

opportunity to wish one In this issue

and all a belated Happy

New Year. Exciting times Our feature “Defend As
are ahead, with the best yet One” examines the impact

to come from Team Zhero. of the new UK
Government Cyber Action
Plan.

58 critical UK public
systems have been
identified with serious

1IZAK OOSTHUIZEN cyber resilience gaps.

Chief Executive Officer,
Bestselling Author
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me the UK Government's Cyber Action Plan.
presents a bold, much-needed step toward
rengthening the resilience of public services and
protecting citizen data. By prioritising accountability,
rapid response, and skills development across
government, this plan not only addresses today’s
threats but also lays the foundation for a safer, more
secure digital future. At Zhero, we're ready to support
this initiative and help ensure these goals become a

reality.”
Ll 7/
4; e
Izak Oosthuizen E
Zhero Founder and CEO, ﬁ illll.Nl’-TIN[E]E[lﬁ
Bestselling Author £]
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Free 30-minute consultation 50% discount cyberzhero542



https://amzn.eu/d/iFtnFu9
https://amzn.eu/d/iFtnFu9
https://amzn.eu/d/iFtnFu9
https://calendly.com/izakoosthuizen/book-a-free-30-minute-consultation
https://www.zhero.co.uk/product/book/
https://www.zhero.co.uk/product/book/
https://www.zhero.co.uk/product/book/

In an era where d‘igltat -services ‘.btaderpln almost every functlon of
mode govjrnment the Unite .Kinngm has recognised a stark

I|c Jserwces remains critically high-
Cyber Action Plan was published,
m how government protects its
rV|ces against an increasingly

%s The Plan forms a central pillar
f the UK's Roahn'fap for a Modern Dng | Government, the wider
blue r|ntf secure, tru ted, and re lli d1gJ|taI public services. \

— ; Tl ! l =E ‘ = |
: its heart,_the. Cybe“r ction Pr an represents a’ cqncerted efgf'ort to’,

meve beyohd gmdag&ce and bm}etlon ;'embeddlng man&:l?tpryh

reality: cyber resupence across p
risk. On 6 January, the Govern
setting out a bold strategy to t
digital infrastructure and pu
sophlstlcateql Ianf:lsqape of cybe

7 /4 o
ja dards clear accountablllty cef r8|l§ed]' stﬁart and measurable
Lout dmes for cy#oersecunty across gove nt departments and publlc-‘
bodies. Su pported by over £210 Iion in central_ lnvestment the

initiative Jreflects both the urgency agd scalé ofI addressing
vulnerabilities thjat have persfste?fidesplte prewous strategic
frameworks. . o i 2=

g ; T e
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Modern go n{nents face a spectrurn Qf cyber: threats that range  from

organised crlmmal gangs tp hostile state- Ilﬁked actors. InC|dents such.

—as ransomware attacks supply -chain |nf|Itrat|ons and breaches of
. '|t|cal¥mfnastructu¥e~haVe unblerscored the- consequences _of
i adequate securlty As'services becqme mqré mterconnected —and as
itizens mcreasmgly lnteracg Wlth goverhment online — the stakes are
higher than ever: serwce dlsruptlon‘s can damage publlc trust, threaten
national secur;ty, land have tanglblq__af-world effects on healthcare,

welfare, and ctitical mfrastructure Desplte iars of prior strategles and
e

gmdellnes*the Plan ﬂcknowledges that 95v nment cyber risk remains
critically ' high, hampered by- . fragi'nented .accountability,
underinvestment in d|g|tal infrastructure, and reliance on .outdated
systems. This Peallty frames the urgency and ambition of the new
cybersecurity agenda.”. T\ by

rr—‘_\_kql 3 ;-"" :

Strateglc Vision :
and Purpose '

-
The Government Cyber Action Plal sets out to achieve a simple yet

powerful goal: to sequre’public s so they are trustworthy and
resilient for citizens and businesses alike. It does this by specifying what
gove rr(ment grganisatio s must do to Fnana49e cyber risk effectlvely

; movn%g ‘past voluntary. gr_ldance towbrd mandatofy expectaﬂons

strdctured sugport and Iehr Ieadershlp \

L
T& Pian is led’ 'By the Department for: Scrence I’nnovatlon & Technolc‘@y "e
1

T)/and is lmglemented through d’neWJy established Government
éfyber Unit. This central body eX|sts} tvmdlnate act|V|ty enforce
accountablllty provide expert support, ~and ensure cons;stent standards
across all g‘f)vernment departments agenme.% and assomated public
bodles / i :
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The UK Go@'\_;nent Cy(ber Actlon P[aniSets out four strategic 6b“ nMes -
to strengthen cy\ber res1I|en?e across publlc semlces ’
Bettel: Vlflb]llty E\.ﬁ(:yber Rlsk«LEﬂectlve actlén begrns with a clear

A understandlng of vu|nerab1|t|es ]:Il“;torlcaITy departments have heId
~ fragmented V|ews of rl Jl'he Plan_ seeks to integrate data_ across
government,-appr éon5|stent metrrcs and embed risk insights into |
decision- mpkrhg angl lnvestmenL_e]‘rabllng targeted interventions
where t} e)(_vljl have thegreatest*fmpact.

. AddresFmg‘Severe and. Complex Risks = Certain threats, such as
perS|stent nation- state actIV|ty ortgystemilc software vulnerabilities,
exceed the capaC|ty of |nd|V|duaI departments The Plan establishes
central ovérslght, coordinated remediation, and investment in
capabilities™ that "protect multiple organisations, shifting from
reactive defénce to-proactive, goverriment -wide risk management.

) Imprq‘vmg Rekpo‘nsweness to Fast_Movmg Events - Cyber incidents
can\pscalate rapldly Strengthened responsweness includes a
Government Cyber Incident Response Plan, enhanced cross-
department collabor_atlon, a accelerated recovery efforts,
ensuring damage is contained kly:and efficiently.

e Rapidly Increasing Cyber Re ce Across Government - Every
public body must be able to re and recover from threats. Central
serV|ces remedlatlon of legac sys:tems and knowledge-sharing
unelerpln J;hls object%e Contlnuous#nprgvement evaluation, and

M

M.

P —

2 c/%ss government ¢ nity - building ensure re5|I|ence : |s

- sustained and strengthened over tlme S — Ll B 1 |
il J 'I d e .H S A ¢ iy
Tfmeﬂher these objectlves provide . icoordlna\teql data-driven, and
actiopable frameWork to protect the igital infrastructure and =« |
public serwces from evoIV|ng cyber thrEats 1 - ‘
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Recogn|5|ngth caie of trﬂnsformatlon reqmred the Plan unfgb‘lds over

three sequ ed phases ach withispecific mllestones and t@rgets
e WA ‘.' T gl T‘ i ‘ -
, Phase1 BU|Id%g -byApr|I2027 T o s
urlng thlsphase the oundWork is'1aid by:' | Lj ¥
. Q Establlsh}ng the ernrnent CybepUnlt at full, operatlonal strength
. Refreshing - ‘govern. \ »and accounfablllty _ . across
: departments Implemei:r:g! early central services and support
capabilities. \ . . [r el "

e Setting [clear, measurable* standat‘ds and targets for organlsatlonal _

cyberse’cur'Tty e el 4, ;
The empﬁasw is on creatlng the r model that future scaling and
improvement will depend on. s sem "'s »

N Y . . .
Phase 2: Scaling - Apn* 2027 - Apr'rl 2029)

,,_

With the(modeLln place‘phase two focdses on s -
» Expanding and maturlng cyber services across government.
. Embbddlngl data;driven  decision-making and investment
processes. | 4 . Wee
e Strengthening the |nC|dent res
e Developing structured career ays and learning programmes
in cyber professions. l,
This phase operationalises the _cer%:ral standards and enables

se and recovery ecosystem.

departEments)lIo align with them at scale e T

- ¥

Phase 3-!Improvmg pﬁr2029 and beyond NN T ‘\1
l L y s L | ||

n the third. phase the JPIan ShlftS toWard “contlnuous |mproveme‘ﬁt ¥

eahphamsmg z o T e ..,‘ ”
Lo E\llldence led lnvestment in cross gp\)“‘rn‘qnt pIatforms :
e Sustainable service delivery modelstallored to per5|%tent heeds.
» Proactive assurance of cyber reS|I|ence aeso}s suppl)rchalns

* Integration with national securlty and etonomlc growth strategies.
Thls enduring effort reflects the reallty that.eyber threats will evolve
alj require ongoing attention. it e :

/ ’ o =k r

et
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cﬁhlcal téols nd standa d.s alobevareﬁnsufﬁaenLPeople are central
Plan th efore lestablishes "a Governmqnt CyEer
: ‘FrstJ qrbss governrhérilf prof%;ﬁonal b'ody foii cyber

security and *res)hence.\The goal IS to:! e BT
—ah :

- Y | N2 {
l-o Attract ﬁ)p taleh W|th corh% tu;lve jOb b#ex;s and sfuctu*red

7 recrmtment @athwaysr olad 1 K B 1 ) e
o Upskill eX|sfmg empl ees tﬁroug]q formal Iearnmg 'and
accreditation. «Retam ? skllled rBﬁessmnaIs -through * career ”

- developmef—E:omrrﬂ&it)/n buildi nd competltlve frameworks. . ,;_;,
. Suppo\rf a&—gbvernment.(staff V\/ith awaﬂ:eness tralnlng to reduce
human?factor vulnerabifities. Sros7
. i\ = R C 4 :
' This emphasis p\éknomﬂedges that workforce shortages and skills gaps
are among the\mosgpﬁe_rsmtent barrle[s t0 effective cyber defence.

N Iy e T tH P

FTRN | T L L
| 7_ = ' = 1} ] - - =

~—"We are not starting from
scratch! we are scaling what
 works, learning from

oo P '

(o]s]

= ccesses across the public
o ctor and our international
x Eh aartners. This plan will go
% 4‘u' he’rl than we have before,
71.1‘ - 1
7 7 i E C ‘Ie_adership der'th
) A | cﬁvsj_-g‘eve ment response,,':
lan Mjray -* S i \
- Minister of State for the' E)eﬁa}tn{ent fdr

cience, Innovatlon and TecthIng e=
f 1 ‘J '."""‘:'-:" ! . E

| ,.-I". t %
T 151 .
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dTrust == 17
#\Tecurrlngi Mnghbut thx.LPI'an is the need'to safeguafpuldhc

trust in gove ment dlgltal serwces As wtal funetions, from tax filing to
healthcare boekmg movgaH mcreasmg_ly oriﬂne citizens | must be.
—confident tha}t these mteracthns are secure and reliable. Th|s urgency:is
( dersborediby recehtnatlonal cyBeHhreat data showing that'the UK'’s
‘ aflonal Cyber Securlty Centre handled-an average of four nationally
gnlﬁcant cyberattacks ev Jweek \MIIh 204 such’incidents recorded
in the year to Septembér2025 whrch is.more than double the number
from the pre\;Lous year. The Plan’ SL_*QlfStIC thrust towards visibility,
responswer,‘nesg;mhencé and accd:dntabmiay is ultimately aimed at
ensuring t*lpat t‘echno!ogy Works for peopﬂe nd not against them. By
improving risk V|S|b|I|ty across departmemts%nhancmgl rapid incident
response, CoOoOr |nat|ng remedlatlon of complex ._risks, . and
strengthening ?esnlence in every public.:-body, the Cyber Actlon Plan
seeks to underpln citizens’ confidence in digital public services. This
comprehenswe appreach not only sirengthens the protectlon of
governmént infrastructure but also fosters a culture where publlc trust
in onllnq services is actlvely reinforced: and mamtamed in the face of

41

evolving cyberﬁhreats ' g9

M

« £210m committed by the UK
Government to tackle crltlcally high
cyber risk across public services
« 28% of the government technology
still runs on outdated legacy systems
200+ nationally significant cyber
attacks handled in a single year, .
roughly 4 per week )
 43% of UK businesses suffered a
cyber attack or breach in the last 12
months
+ Up to 93% of cyber incidents
involved phishing as the initial attack
vector

—




OOKING .
AHEAD

The Government Cyber Action Plan marks a significant shift in UK
public- sector‘rcybérsecurlty polic ecoJ‘gnlsmg that broken silos, Iegacy
technology and light-touch guid are no longer sufficient in a world
of active and evolving thr he Plan embeds mandatory
expectations, unified accounta centralised support and a skilled
workforce t nly’ defend uture-proof government cyber
resilience. Its success will »'1—011] sustained investment,
cross-gover ment cooﬁeration r - eVaJuatlon and, crucially, the
ility t@‘rﬁ'dapt as theJHT*ﬁ Iartgls e changes TH’e’yrgencyT&F
> ;SHIf |s refl‘e’c',ted in date showmg WO peﬁcenf-of Ukpubllc seictor IT
ga ter of ttme ithout proactive "-',____a”ﬂlt;esﬁ Foricitizens, ofFC|aIs\and
A -l
indUstry partners, this Plan signal -iaj rnewed com\mltment to
protecting| the digital foundations of public life; strpngt ening both
trust in line services and the rrea@neai of essentlal 'Lovernment
fu ctlons against ever- greater cyber rlsks

L1 L
/} |I I"":‘f = L;H.% ¢ iy I
ORI Ry o 3
) | ie, 1K 11. |- '»7 {
| r | (2

"l

rs belleV/e a successful cybera ack on th%r organisation-is ony ‘1‘ ’
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2026 and
BEYOND

Our amazlng Head of Operatlons & é/

. Financ¢e, Natasha- Botha ‘gives us. her = ¢
spin on what to. expect from Zhero in

2026, " neri manue e _;';‘. o eay

_' : In account management we WIII prlorltlse proacti infrastructure
-|mprovements such as, cabmet and cable clean-ups, along W|th
K structured renewals and upsell lnltlatives for CES/CES+, SharePoint, anc
1 Azure ‘We are also flnaifsrng updates to client location suppll
-y ensurlng consrstency compllar'fce a.nd faster service delivery across a

S|tes PRI R T e :

CU | A i Lk e ' ¢ + _.'r' MY L o V0P
’ . Ry . o L s | f Ll Fig il L
|.\" oz " il i iy ". .‘ X L

e Operatlonal and flnanc1a| eff|C|ency IS another key plilar for the year 5
; 'ahead We are allgning suppher COntracts W|th|n Zhero Walt
s completrng asset reconcmatlon‘s across Zhero Walt, N able, and Xéro,

i and |.mprovmg the' flow betWeen tlcketmg, asset management and
s mvmclng These |n|tJat|ves are armed at mcreasmg accuracy reduclng

3 manuai mterventlon -and glving both dur teams and clients: cl-earer :
'VjSIblll'ty ofserwces and costs e W AR s

"

People and per‘formance WJH remain at the heart of everythlng we do
ot 2026 .we wlll further mvest in. recrultment -skills dévelopment .
(part|CuIarIy in Mlcrosoft and Fortlnet certlflcatlons) and bulldlng a

1 ""con5|stent’ly hlgh performlng team AIongsnde this, we are revamplng

L2 ‘pu'r Operations'Manual and reflnlng standby arid late-shift structures ta

€ ensure scalable r.ellable support as we cbntlnue to grow N

. g .
.. . - - bt & 2 - s ' . ¥ - wh. 8 o g e
] ). Per yia; i i o oS e ¢ . =

; F|naIIy our rﬁarketlng strategye W|II‘ become more targ.eted and
: measurable ‘We alm ({0} host one. to’ two breakfast ‘events per month
-generate at Ieast 120 saleés- quallfed Jeads, and focus our messaglng on
. "business Iea.ders rather than. only - IT professmnal-s W|th a strbng
-‘émph.aSIS on' metrlcs ‘ traceability, and ‘brand presence we “will *

strengthen Zhero s posltlon as a trusted buslness technology partner

% . ! . p i ,
.4 o ¥ .
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Zaheer‘ Raman, our |ncred|ble Head of
,Englneerlng prov’des h|.s |nS|ght into the
'upcomlng year ' -

g T

' reduces delays .and glves teams clearer VIS]bI|I’ty and contreh - :_ '
Alon95|de thIS we are expandlng structured knowiedge '
: basés - for assets and serv1ces to rmprove consistency and
: speed of support We are: aISO mvestlng |n thlrd party vendor
;8 ,_'certn‘"catlon pa'rtnershlps, .ensurlng «-evew suppller and
_'mtegratlon meets the same hlg‘h engrneenng and seturlty
G sta ndards our customers ex’pec:t'as we scaie |nto 2026

0.

-f-‘

'.j'i.‘;__f_‘-;..--'.---:‘;_ Las'f but not least. We hear from the.

A AT TR AN talented Wes]e.y Har‘rls our Head of
Developmen’t‘smce 2019 e 1 o
oxy f i v My prlor’ty is dellvenng 'tools 'that reduce fnctlon f'or both-_
7'"_'--.-"'" : L our teams and our cll,ents Our key' initlative is the PrOJects :
2 ,' . Portal lmprovmg pI’OJeCt'\lISIbIhty and coIIaboratlon whlle
‘-' ) qf 77 giving’ clients a. “clear struCtured ‘way -te -define..

| requlrem‘ents . Wlth mmlmal amblgultyWeil _also

g .-'_.';_streamllne mternal workflows by pre draftlng quotatlons
: . - and:_related assets dlrectly from cllent requirements
| -',,fsubmltted through the Pro;ects Portal. Instead of startlng'--
9 | i_-,'."from scratch each tlme,. teams . will review. and refine_a-
s-tructured draft -reduclng manual. : admlnlstratlon :
4 rrnpromng con5|ste'ncy, and speedlng e turnaround .This
I""'_'-'.also ensUres a complete sync- between our ‘in-house PSA'

W software and N- able SO mformatlon moves rellably across:
b ! -systems Wlthoutv man‘ual effort Flnally we're acceleratlng
' oardlng c||ents to Operatlons InS|ght and Risk portal to
ide’ better V|srb|I|‘ty reportlng +and actlonable |n5|ghts
dl‘for 2026 is‘to |nteg-rate scalable systems that run
“in ‘thée bac,kground freelng people to focus on
/. not, admlnlstratlon : E S

L3
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Eﬁﬁ FUTURE
= QUANTUM

Rk AR CYBER

LONDON

QUANTUM THINK TANK

Last December, Cyber London launched its innovative Quantum
Security Think Tank. The Think Tank promises to be a global hub where
top minds from academia, industry, government, and non-profits unite
to shape the future of quantum technology. By addressing security
risks, ethical challenges, and regulations, it ensures that quantum
advances aren’t just smart but safe, fair, and valuable to society.
Through collaboration and insight, the Think Tank is turning quantum
potential into real-world progress that benefits everyone.

QUANTUM SAFE READINESS LOGIC TRAIN

Now, Cyber London is super excited to release its Quantum Safe
Readiness Logic Train, a practical framework that helps organisations
prepare for a post-quantum world with a practical roadmap across five
key phases.

e Awareness - Recognise the quantum threat, understand risks, and
see why immediate action is essential.

e Understanding - Build a foundation with PQC knowledge,
guantum-safe principles, and regulatory insight.

e Preparation - Plan your migration, adapt systems, implement
governance, and ready your workforce.

* Implementation - Deploy, test, validate, and refine quantum-safe
solutions through pilots and real-world applications.

e Sustainability - Maintain long-term resilience with monitoring,
innovation, collaboration, and strategic planning.

Here’s the Think Tank: Cyber London Quantum Security



https://cyberlondon.com/quantum-security/
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QUANTUM RESOURCES HUB

As part of the Quantum Safe Readiness Logic
Train, Cyber London has developed a dedicated
resource hub, a curated selection of white papers,
policy briefings,  technical reports, and
collaborative insights focfused on quantum
security, risk and audltl and regulatory
preparedness. The resources ocus on each of the
5 phases - : : understandlng
preparatlon |mplementa
The first resourc

OVl T°9b W ,
St George's, Univer o] _ r. S| erwsed
: by.Cyl:'JerLo 2ajar provides

eat.

Quantum compu m risks for

today’s cryptog ra’

now "dec'ryp, :
and ETSI, h : ar
hlghllghtlng that mlgratlon isa con
awareness, planning, testing, and Vell
must understand where cryptograplh
protect critical data, and how long -I|t"' m

Rirromg ™

"?

IMPLEMENTATION i SUSTAINABILITY
b \ #'} g
WG\ 0 b

Here’s the Resoruces Hub: Cyber London Quantum Resources

Fusasto "



https://cyberlondon.com/wp-content/uploads/2026/01/1.-Quantum-Threat-Overview.pdf
https://cyberlondon.com/quantum-resources/
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Meet the team

Elizabeth-Ann Mentor
HR MANAGER

Hi Liz! What made you realise you want to go into the IT industry?

W Hit My path into IT naturally grew from my work in Fraud Examination,
Education, and Training in the Financial and Business Services sector,
. focusing on IT as a key part of delivering effective processes.

What's your most-used productivity tool?

| leverage Microsoft tools, creative platforms, and project
management software to boost efficiency and effectiveness in HR,
continuously evolving my toolkit to deliver the best results.

How would you describe yourself?

I'm serious about learning, committed to delivering high-quality work,
and motivated by being part of positive, collaborative environments.

What do you enjoy the most about your role?

| enjoy planning and anticipating possibilities, designing ways to
achieve them, and helping people learn and grow, empowering
them to reach their goals.

Do you have any hidden talents or hobbies?

I enjoy exploring creative and technical hobbies, including
photography, graphic design, 3D animation, web design, and even
dabbling in Al automation.

What is your favourite movie or TV show?

| enjoy fantasy and action genres. Films like Underworld or Resident
Evil are the kind | can easily get drawn into.




Tune in here:

e i @ a

h=ro | PODCAST


https://open.spotify.com/show/6oYreku9ijWCiiunSQ11Bg
https://podcasts.google.com/feed/aHR0cHM6Ly9hbmNob3IuZm0vcy9lMGE1Y2Q2MC9wb2RjYXN0L3Jzcw
https://music.amazon.co.uk/podcasts/997bedea-c351-46c2-9657-6cb7b95848cd/crush-it-chaos
https://podcasts.apple.com/us/podcast/crush-it-chaos/id1687486762

LONDON

162 Farringdon Road
London

EC1R 3AS

SPEAKTO US
+44.20 7183 3975

00060

START THE PROCESS

zh=ro

crush the chaos



https://www.facebook.com/ZheroUK
https://www.linkedin.com/company/zhero/
https://www.youtube.com/channel/UCTGggQIlawS-saOULbIJu7g
https://www.zhero.co.uk/
mailto:%20info@zhero.co.uk
https://www.zhero.co.uk/contact-us/

